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Detecting threats Iin
cloud environments




I Motivation

B Threats will come

B Cloud is attractive but security is one of the main
obstacles

B Deploying more efficient threat detection systems
in cloud is essential
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I Work planning

B To study state of the art - Survey’s contribution

- Establish a closer relationship between threats and
detection techniques

« Compare detection techniques suitable for cloud

B To contribute to the existing techniques and tools
-Detection systems

* Approaches
— Signature-based

— Behavior-based
1. Sensor positioning and collecting
2. Processing
3. Training / Testing
4. Prediction

* Architecture
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Current results — a closer relationship between
_ threats and existing detection techniques

Other attacks
From datasets (KDD 99, DARPA 2000, Netscan, Portscan, R2L., U2R, etc.)

Malware

Spambots, trojans, etc

Denial of Service
DoS/DDoS/EDoS

Data related
Leakage/breach/loss

Malicious Insider

|:| Account Hijacking

Machine Learning

Statistical

State based

Rule based

Xiong:2014ix, Modi:2013du, Pandeeswari:2015hm, Huang:2014gn

Jeyanthi:2013ti, Sharma:2015ju, Ca0:2015fw

Artificial Neural Networks

Decision trees
Chou:2015gn, Modi:2013cw

SVM D
Watson:2016jx

Entropy-based

Signal decomposition D
Marnerides:2015jc

Principal Component Analysis

Marnerides:2014ht D

Non parametric D
Shirazi, 2016

Watermarking
Garkoti:2014kj, Katz:2014jh

State machine I:I
Kumar:2014jv (Bell-Lapadula)

Sequence alignment D
Kholidy:2012fi

Fingerprinting
Gupta:2012jg
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I Next steps (short term) — for survey

B Perform some experiments of some techniques
for some threats

* Which threats?
*  Which techniques?

B What if some edges can be added to established
relation?

«  Which techniques were not used for which threats?
« Whyis it?
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One of the problems statements of the
I thesis - threat prediction issues

Training/Testing c
Parameters . e - Predict

What / Where to Which technique(s) How / When /

Login g
User Registration g
— =
Administration g ©
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Authentication | Authorization 513
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Application User Interface | Transactions g
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Reports Dashboard v
Programming
oS .
) Language o
3 Application Stack App Svr Middleware g
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Database Monitoring 5
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Questions, comments
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